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APPLICATION PRODUCTS WITH IN-APPLICATION SUBSEQUENT FEATURE 

ACCESS USING NETWORK-BASED DISTRIBUTION SYSTEM 

CROSS-REFERENCE TO RELATED APPLICATION 

[0001] This application claims priority to U.S. Provisional Patent Application No.  

61/160,640, filed March 16, 2009, entitled "APPLICATION PRODUCTS WITH IN

APPLICATION SUBSEQUENT FEATURE ACCESS USING NETWORK-BASED 

DISTRIBUTION SYSTEM", which is hereby incorporated herein by reference. This 

application also claims priority to U.S. Application 12/571,266, also hereby 

incorporated herein by reference.  

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0002] The present invention relates to distribution of digital products and, more 

particularly, to network-based distribution of digital products.  

Description of the Related Art 

[0003] Today, online media stores, such as iTunesTM Media Store, allow customers 

(i.e., online users) to purchase or rent media items, such as music or videos, over the 

Internet. Often, at online media stores, numerous media items made available and are 

provided by various different content providers, such as music labels or movie 

companies. Software tools, such as iProducerTm and Label ConnectTm available from 

Apple Inc. of Cupertino, California, can assist content providers with online submission 

of media content to the iTunesTM Media Store.  

[0004] Software programs are also available to be purchased or licensed at retail 

stores as well as online stores. Conventionally, a software program is primarily 

purchased as a compact disc (CD) containing the software program. Alternatively, 

purchasers can often purchase and download a software program from an online 

retailer or a software provider's website. However, when an 
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SUMMARY 

[0006] The invention relates to a system, device and method for accessing 

locked (secured) features of digital products with assistance from a product 

distribution site.  

[0007] A digital product can be submitted to a product distribution site for 

network-based distribution. The digital product can be initially provided such that 

it provides base functionality but contains one or more locked features that, if 

unlocked, can supplement the base functionality. If the digital product that has 

been submitted is approved, the digital product becomes available at the product 

distribution site such that users can search, browse and purchase the digital 

product. Once the digital product has been purchased, download and installed 

on a user's computing device, the user is able to utilized the digital product.  

However, since the digital product itself includes one or more locked features, the 

user is not able to utilize such features until a subsequent purchase is performed.  

Advantageously, the subsequent purchase can be invoked from the digital 

product. In doing so, the digital product interacts (directly or indirectly) with 

remote server (e.g., the product distribution site) to purchase access or usage for 

one or more of the locked features within the digital product. Once access or 

usage for the one or more locked features has been purchased, the one or more 

locked features within the digital product can be unlocked and thereafter utilized.  

[0008] In one embodiment, the digital products are computer program 

products (e.g., computer software programs). The product distribution site can 

also be referred to as an online product hosting site. Although the features of the 

digital products can vary depending on implementation, some examples of 

features include: modules, tools, characters, functionality, content, or data.  

Features can also be referred to as components.  

[0009] The invention can be implemented in numerous ways, including as a 

method, system, device, apparatus (including computer readable medium and 

graphical user interface). Several embodiments of the invention are discussed 

below.  
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The invention will be readily understood by the following detailed 

description in conjunction with the accompanying drawings, wherein like 

reference numerals designate like elements, and in which: 

[0019] FIG. 1 is a block diagram of a product submission and distribution 

system according to one embodiment of the invention.  

[0020] FIG. 2 is a block diagram of a client, or client device, according to one 

embodiment of the invention.  

[0021] FIGs. 3A-3C are diagrams illustrating accessing supplemental features 

according to one embodiment of the invention.  

[0022] FIG. 4 is a flow diagram of a digital product submission process 

according to one embodiment of the invention.  

[0023] FIG. 5 is a flow diagram of a supplemental feature client process 

according to one embodiment of the invention.  

[0024] FIGs. 6A and 6B are flow diagrams of a supplemental feature client 

process according to one embodiment of the invention.  

[0025] FIG. 7 is a flow diagram of a supplemental feature server process 

according to one embodiment of the invention.  
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DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS 

[0026] The invention relates to a system, device and method for accessing 

locked (secured) features of digital products with assistance from a product 

distribution site.  

[0027] A digital product can be submitted to a product distribution site for 

network-based distribution. The digital product can be initially provided such that 

it provides base functionality but contains one or more locked features that, if 

unlocked, can supplement the base functionality. If the digital product that has 

been submitted is approved, the digital product becomes available at the product 

distribution site such that users can search, browse and purchase the digital 

product. Once the digital product has been purchased, download and installed 

on a user's computing device, the user is able to utilized the digital product.  

However, since the digital product itself includes one or more locked features, the 

user is not able to utilize such features until a subsequent purchase is performed.  

Advantageously, the subsequent purchase can be invoked from the digital 

product. In doing so, the digital product interacts (directly or indirectly) with a 

remote server (e.g., the product distribution site) to purchase access or usage for 

one or more of the locked features within the digital product. Once access or 

usage for the one or more locked features has been purchased, the one or more 

locked features within the digital product can be unlocked and thereafter utilized.  

[0028] In one embodiment, the digital products are computer program 

products (e.g., computer software programs). The product distribution site can 

also be referred to as an online product hosting site. Although the features of the 

digital products can vary depending on implementation, some examples of 

features include: modules, tools, characters, functionality, content, or data.  

Features can also be referred to as components.  

[0029] Embodiments of various aspects of the invention are discussed below 

with reference to FIGs. 1 - 7. However, those skilled in the art will readily 

appreciate that the detailed description given herein with respect to these figures 
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is for explanatory purposes as the invention extends beyond these limited 

embodiments.  

[0030] FIG. 1 is a block diagram of a product submission and distribution 

system 100 according to one embodiment of the invention. The product 

submission and distribution system 100 includes a product distribution site 102.  

The product distribution site 102 provides an online access point for distribution 

of various digital products. For example, the product distribution site 102 can be 

referred to as an online store. A product submission and management system 

104 operates to receive submissions of digital products from various digital 

product submitters. The product submission and management system 104 can 

process submission of digital products and authorize distribution of approved 

digital products. The digital products can be stored in a products store 106. In 

one embodiment, the products store 106 includes a mass data store and/or one 

or more databases. The products store 106 provides mass storage of the 

numerous digital products that are available for distribution (e.g., purchase). For 

example, digital products that have been purchased can be accessed from the 

products store 106 over a data network 108 by way of the product distribution 

site 102. Examples of digital products are computer program products such as 

applications (or application programs), animations, or presentations.  

[0031] The product submission and distribution system 100 also includes a 

first client 110 and a second client 112. Typically, the product submission and 

distribution system 100 would include a plurality of different clients 110, 112. The 

first client 110 includes a network access program 114. The second client 112 

includes a product submission program 116. Some clients can also include both 

the network access program 114 and the product submission program 116. The 

network access program 114 is an application program (e.g., software 

application) that operates on the first client 110, which is a computing device.  

One example of a suitable network access program is a network browser (e.g., 
Microsoft Explorer or Safari). Another example of a suitable network access 

program is iTunesTm offered by Apple Inc. The first client 110 can be coupled to 

the product distribution site 102 through the data network 108. Hence, any of the 
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first clients 110 can interact with the product distribution site 102 to review, 

purchase and/or manage digital products.  

[0032] The product submission program 116 is also an application program 

(e.g., software application) that operates on the second client 112, which is a 

computing device. The product submission program 116 is used to submit digital 

products to the product submission and management system 104 for eventual 

distribution by the media distribution site 102. Although the network access 

program 114 and the product submission program 116 are shown in FIG. 1 as 

separate programs, it should be understood that such programs can be 

integrated into a single program or reside on the same client machine.  

[0033] In the product submission and distribution system 100 shown in FIG. 1, 
the digital products are submitted to the product submission and management 

system 104 by way of the product submission program 116. The digital products 

that have been submitted (e.g., via the second client 112) are processed and 

then, if accepted, stored in the products store 106 for distribution. Thereafter, the 

stored digital products are available to be purchased from the product distribution 

site 102.  

[0034] The product submission and distribution system 100 allows a user of 

the client 110 to utilize the network access program 114 to browse, search or sort 

through a plurality of digital products that can be purchased from the product 

distribution site 102. The network access program 114 may also allow the user 

to preview or demo some or all of a digital product. In the event that the user of 

the network access program 114 desires to purchase a particular digital product, 

the user (via the network access program 114) and the product distribution site 

102 can engage in an online commerce transaction in which the user pays for 

access rights to the particular digital product. In one embodiment, a credit card 

associated with the user is credited for a purchase or rental amount of the 

particular digital product.  

[0035] Upon purchasing a particular digital product, the product distribution 

site 102 permits the digital data for the particular digital product to be retrieved 
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from the products store 106 and then delivered (e.g., downloaded) from the 

product distribution site 102 to the requesting client 110 through the data network 

108. In this regard, the product distribution site 102 or some other delivery 

server (not shown) obtains the digital data corresponding to the particular digital 

product from the products store 106 and downloads such digital data through the 

data network 108 to the client 110. The downloaded digital data can then be 

stored on the client 110. In one embodiment, the downloaded digital data is 

encrypted as received at the client 110 but is decrypted and then perhaps re

encrypted before persistently stored on the client 110. Thereafter, the client 110 

can utilize (e.g., execute) the digital data of the digital product at the client 110.  

[0036] The submission and purchase of the digital products can be achieved 

over the data network 108. In other words, the submission and purchase of the 

digital products can be achieved online. The purchase of media items online can 

also be referred to as electronic commerce (e-commerce). In one embodiment, 

the data network 108 makes use of at least a portion of the Internet. In one 

embodiment, the connections through the data network 108 between the product 

distribution site 102 and the clients 110, 112 can be through secure connections, 

such as Secure Sockets Layer (SSL). The clients 110, 112 can vary with 

application but generally are computing devices that have memory storage.  

Often, the clients 110, 112 are personal computers or other computing devices 

that are capable of storing and presenting media to their users. In one 

embodiment, one or more of the clients can be portable computing devices (e.g., 

laptop or network computers) or handheld computing devices (e.g., PDAs, smart 

phones, multi-function electronic devices, or media players).  

[0037] The digital products can include one or more supplemental features.  

The supplemental features can serve to supplement or augment corresponding 

digital products. As shown in FIG. 1, a digital product 118 acquired and 

downloaded from the product distribution site 102 via the data network 108 can 

be stored on the client 110. In one embodiment, the digital product 118 can 

include a supplemental feature 120. However, when the digital product 118 is 

initially acquired, the supplemental feature 120 is inactive or locked such that it is 
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not usable by the digital product 118. However, during operation of the digital 

product 118 on the client 110, the digital product 118 can initiate acquisition of 

usage of the supplemental feature 120. In such case, the digital product 118 

(itself or with assistance of an operating system) can communicate with a feature 

acquisition manager 122 of the product distribution site 102. Typically, the digital 

product 118 was previously acquired from the product distribution site 102. The 

feature acquisition manager 122 manages processing of incoming requests for 

access to supplemental features. For example, the feature acquisition manager 

122 receives the incoming requests for access to supplemental features, 

determines whether the request is valid and permitted to be processed, 

processes payment, if any, for such access, and sends an authorization 

response to the requesting client device 110. Upon receiving the authorization 

response, the digital product 118 can render the supplemental feature 120 

accessible (i.e., unlocked). In such an embodiment, the supplemental feature is 

provided with the digital product 118 is initially downloaded to the client 110, and 

thereafter only an authorization need to be delivered to the client 110 to render 

the supplemental feature 120 active. However, in an alternative embodiment, the 

supplemental feature 120 could be delivered to the client 110 only after 

authorized (and thus provided separately from the delivery of the digital product 

118).  

[0038] Although the product distribution site 102, the product submission and 

management system 104 and the products store 106 are shown in FIG. 1 as 

being separate components, it should be understood that any of these 

components can be combined into one or more apparatus. For example, the 

product submission and management system 104 can be incorporated into the 

product distribution site 102. As another example, the products store 106 can be 

incorporated into the product distribution site 102 or the product submission and 

management system 104.  

[0039] To facilitate communication with the product distribution site (e.g., the 

feature acquisition manager 122) by the client 110 with respect to acquiring 

usage of the supplemental feature 120 of the application program 118, the 
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product distribution site 102 can support an Application Programming Interface 

(API). For example, the APIs for the product distribution site 102 might, in once 

embodiment, include the following APIs shown below in Appendix A.  

[0040] FIG. 2 is a block diagram of a client 200, or client device, according to 

one embodiment of the invention. The client 200 can, for example, be suitable 

for use as the client 110 illustrated in FIG. 1.  

[0041] The client 200 includes an operating system (OS) 202 that operates on 

the client 200 to provide basic computing services to application programs that 

may execute on the client 200. In addition, the operating system 202 includes a 

commerce server 204. The commerce server 204 is utilized by application 

programs operating on the client 200 to perform commerce operations with 

respect to a remote server, such as a remote digital product distribution server.  

For example, the remote server can pertain to the product distribution server 102 

illustrated in FIG. 1.  

[0042] The client 200 can also includes one or more application programs that 

are installed on the client 200 and which can be executed by the client 200.  

Typically, these application where acquired and download from a remote server 

(e.g., product distribution server 102) to the client 200. The applications resident 

and installed on the client 200 are represented by application program A 206 and 

application program B 208. As illustrated in FIG. 2, the application program A 

206 includes a supplemental feature X 210 and a supplemental feature Y 212.  

Typically, as the application program A 206 is initially acquired from a remote 

server, the supplemental features 210 and 212 are present but "locked" and thus 

are not currently usable. Similarly, the application program B 208 as acquired 

includes the supplemental feature Z 214 which is initially "locked". Additionally, 

the application program A 206 and the application program B 208 can interact 

with the remote server (e.g., remote digital product distribution server) by way of 

the commerce server 204 so as to have the desired one or more of the 

supplemental features 210, 212 and 214 "unlocked". Once a supplemental 
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feature becomes "unlocked", the associated application program can thereafter 

utilize the supplemental feature.  

[0043] To facilitate communication between the application programs 206, 

208 and the commerce server 204, the commerce server 204 can support an 

Application Programming Interface (API). For example, the APIs for the 

commerce server 204 might, in once embodiment, include the following APIs 

shown below in Appendix B. Appendix B also contains information on how to 

modify application programs to support and distribute supplemental features 

using the product distribution site 102 (e.g., host a network-based application 

store).  

[0044] FIGs. 3A-3C are diagrams illustrating accessing supplemental features 

according to one embodiment of the invention. FIG. 3A illustrates an exemplary 

digital product 300 according to one embodiment. The exemplary digital product 

300 can be acquired from a remote server, such as the product distribution site 

102 illustrated in FIG. 1. The exemplary digital product 300 includes not only an 

application program 302 but also a supplemental feature X 304 and a 

supplemental feature Y 306. As shown in FIG. 3A, the supplemental feature X 

304 and the supplemental feature Y 306 are both in the "locked" state. As 

discussed further herein, when authorized, the supplemental features of an 

application program can be unlocked. In general, the supplemental features can 

be unlocked individually and in some cases a quantity (greater than one) of like 

features can be made available. In FIG. 3B, the supplemental feature X 304 of 

the exemplary digital product 300 has been "unlocked" such that it can be used in 

conjunction with the application program A 302. However, the supplemental 

feature Y 306 remains "locked" in FIG. 3B. In FIG. 3C, the supplemental feature 

X 304 and the supplemental feature Y 306 of the exemplary digital product 300 

have both been "unlocked" such that they can be used in conjunction with the 

application program A 302.  

[0045] As noted above, the supplemental features (or supplemental 

components) of application programs (or digital products) can vary depending on 
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implementation. The supplemental features can pertain to: modules, tools, 

characters, functionality, content, or data. For a game-based application 

program, the supplemental features can be: new weapons, new characters, 

extended lives, additional game levels, etc. For productivity applications, the 

supplemental feature can be: additional modules (e.g., yearly module, 

geographic module, content-based module, etc.), additional or enhanced 

functions (wireless communications, printing, storage, etc.), etc. For 

informational applications, the supplemental feature can be: additional content or 

data, additional learning or information modules, etc.  

[0046] FIG. 4 is a flow diagram of a digital product submission process 400 

according to one embodiment of the invention. The digital product submission 

process 400 can, for example, be performed by a client device, such as the client 

112, or a server device, such as the product submission and management 

system 104.  

[0047] The digital product submission process 400 can receive 402 product 

information pertaining to a digital product. The product information can vary 

depending upon the type of digital product being submitted. In one 

implementation, one type of digital product that can be submitted to an online 

repository by the digital product submission process 400 is a digital program 

product, such as a computer program product. Examples of product information 

for a computer program product can include one or more of: a product name, a 

supported device type indication, genre indication, version number, product 

identifier, support information, and license agreement information. In addition, 

when the digital program product incorporates one or more supplemental 

features, the digital product submission process 400 can also receive 404 

supplemental information for the one or more supplemental features.  

[0048] Next, a least one electronic file pertaining to a digital product can be 

uploaded 406. The digital product can have one or more electronic files 

associated therewith. For example, the digital product may include a binary file, 
a support or help file, and/or one more exemplary screen illustrations.  
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[0049] In addition, a least one distribution parameter to be used with the 

digital product can be received 408. A distribution parameter is a parameter that 

can be utilized to control or influence the manner in which the digital product is 

able to be distributed. One example of a distribution parameter is a pricing 

parameter. As an example, a pricing parameter can specify a price or a price tier 

to be associated with the digital product. Other distribution parameters can 

pertain to digital storefronts from which the digital product is to be distributed 

from. Still further, distribution parameters could also pertain to preview eligibility, 
license categories (types), etc.  

[0050] Thereafter, the digital product can be submitted 410 to the online 

repository. The online repository can, for example, correspond to the product 

submission and management system 104. The online repository can receive the 

one or more electronic files, the associated product information, the 

supplemental feature information, and the one or more distribution parameters.  

The online repository can then operate to permit distribution of the digital product, 

as contained in the one or more electronic files, from a product distribution site 

(e.g., an online store) in accordance with the product information and the one or 

more distribution parameters. The online repository can also then operate to 

facilitate subsequent access to the one or more supplemental features of the 

digital product. After the submission 410 of the digital product to the online 

repository, the digital product submission process 400 can end.  

[0051] FIG. 5 is a flow diagram of a supplemental feature client process 500 

according to one embodiment of the invention. The supplemental feature client 

process 500 can, for example, be performed on a client (i.e., client device), such 

as the client 110 illustrated in FIG. 1.  

[0052] The supplemental feature client process 500 can execute 502 an 

application program previously acquired from a remote network-based 

application distribution system. For example, the remote network-based 

application description system can, for example, pertain to the product 

submission and distribution system 100 illustrated in FIG. 1. Here, an application 
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program that was previously acquired from the remote network-based application 

distribution system is executed 502 at the client. At some point during execution, 

a decision 504 can be presented at the client. The decision 504 determines 

whether or not acquisition of a supplemental feature is to be performed. In one 

embodiment, the decision 504 can be determined based on user input indicating 

whether or not a user of the client desires to acquire the supplemental feature for 

the application program. For example, during execution of the application 

program, the application program can present a supplemental feature offer to the 

user, and the user can respond to the offer, thereby indicating whether or not the 

supplemental feature is desired by the user.  

[0053] In any case, when the decision 504 determines that acquisition of a 

supplemental feature is not requested, a decision 506 can determine whether the 

application program should quit (i.e., end). When the decision 506 determines 

that the application program should not quit, then the application program 

continues and the supplemental feature client process 500 returns to repeat the 

decision 504. Alternatively, when the decision 506 determines that the 

application program should quit, then the supplemental feature client process 

500 can end.  

[0054] On the other hand, when the decision 504 determines that acquisition 

of a supplemental feature is requested, a request 508 can be made to the remote 

network-based application distribution system. The request 508 can be a 

request that the remote network-based application distribution system approve 

unlocking of the supplemental feature. A decision 510 can then determine 

whether the remote network-based application distribution system has approved 

the unlocking of the supplemental feature. When the decision 510 determines 

that the remote network-based application distribution system has approved the 

unlocking of the supplemental feature, the supplemental feature of the 

application program can be unlocked 512. Here, in one environment, the remote 

network-based application distribution system can inform the client that the 

supplemental feature is approved to be unlocked, and then the application 

program can operate to unlock the supplemental feature. Alternatively, when the 
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decision 510 determines that the remote network-based application distribution 

system has not approved (i.e., denied) the unlocking of the supplemental feature, 
the request to unlock the supplemental feature is denied 514. Here, by informing 

the client that the supplemental feature is not approved be unlocked, the 

application program does not operate to unlock the supplemental feature, 

whereby the supplemental feature remains locked. Following the block 512 or 

the block 514, the supplemental feature client process 500 can end.  

[0055] FIGs. 6A and 6B are flow diagrams of a supplemental feature client 

process 600 according to one embodiment of the invention. The supplemental 

feature client process 600 can, for example, be performed by a client (client 

device), such as the client 110 illustrated in FIG. 1.  

[0056] The supplemental feature client process 600 can begin by download 

602 of an application program from a network-based application distribution 

system. For example, a user of the client can interact with the network-based 

application distribution system to identify, purchase and download the application 

program. Once downloaded, the application program can be installed on the 

client. Thereafter, a decision 604 can determine whether the application program 

is to be executed. When the decision 604 determines that the application 

program is not the executed, the supplemental feature client process 600 

effectively waits until the application program is executed. Once the decision 604 

determines that the application program is to be executed, the application 

program is executed 606.  

[0057] Next, a decision 608 can determine whether a supplemental feature is 

to be offered at the client. When the decision 608 determines that a 

supplemental feature is not the offered, a decision 610 can determine whether 

the supplemental feature client process 600 should quit (end). When the 

decision 610 determines that the supplemental feature client process 600 should 

end, then the supplemental feature client process 600 can end without rendering 

a supplemental feature available. Alternatively, when the decision 610 
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determines that the supplemental feature client process 600 should not end, the 

supplemental feature client process 600 returns to repeat the decision 608.  

[0058] On the other hand, when the decision 608 determines that a 

supplemental feature is to be offered, a supplemental feature offer can be 

presented 612. Here, the supplemental feature offer being presented 612 can be 

viewed or heard by the user of the client operating the application program. In 

one implementation, the supplemental feature offer is presented 612 by the 

application program being executed on the client. A decision 614 can then 

determine whether the user accepts the supplemental feature offer. When the 

decision 614 determines that the user has not accepted the supplemental feature 

offer, the supplemental feature client process 600 can return to repeat the 

decision 610 whereby the supplemental feature client process 600 can continue 

or quit.  

[0059] Alternatively, when the decision 614 determines that the user has 

accepted the supplemental feature offer, supplemental feature information can 

be requested 616 from the network-based application distribution system. A 

decision 618 determines whether a response has been received to the request 

for the supplemental feature information. When the decision 618 determines that 

a response is not yet been received, the supplemental feature client process 600 

can await such a response. On the other hand, once the decision 618 

determines that a response to the request for the supplemental feature 

information has been received, the supplemental feature information can then be 

presented 620. The supplemental feature information is presented 620 to 

provide the user of the application program operating on the client with 

information about the supplemental feature being offered. For example, the 

supplemental feature information can be displayed by the client, such as the 

application program or by an operating system.  

[0060] Next, a decision 622 can determine whether the user has confirmed 

acquisition of the supplemental feature. According to one implementation, apart 

from the application program, the operating system can require that the user 
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confirm that they desire to acquire the supplemental feature. This decision 622 

serves to manage the acquisition of supplemental features in a controlled way so 

that application programs do not carelessly or inappropriately acquire 

supplemental features for users. When the decision 622 determines that the 

acquisition of the supplemental feature has not yet been confirmed, the 

supplemental feature client process 600 can await such a confirmation. In the 

event that the confirmation does not occur within a predetermined period of time, 

the decision 622 could alternatively cause the supplemental feature client 

process 600 to end.  

[0061] Alternatively, when the decision 622 determines that the acquisition of 

the supplemental feature has been confirmed by the user, authorization to 

access the supplemental feature can be requested 624. Here, the request for 

authorization to access the supplemental feature can, for example, be made to 

the networked-based application distribution system. A decision 626 then 

determines whether authorization to access the supplemental feature has been 

received. The authorization can be provided as or within an authorization 

response. The authorization response, if provided, is received by the client.  

Hence, the decision 626 determines whether the authorization response has 

been received. When the decision 626 determines that the authorization 

response has not been received, a decision 628 can determine whether a time

out has occurred. When the decision 628 determines that a time-out has 

occurred, the supplemental feature client process 600 can end. On the other 

hand, when the decision 628 determines that a time-out has not occurred, the 

supplemental feature client process 600 can return to repeat the decision 626 to 

await the reception of the authorization response. Once the decision 626 

determines that the authorization response has been received, the supplemental 

feature of the application program can be unlocked 630. Typically, the 

application program itself can act to unlock the supplemental feature if the 

authorization response provided to the client. Following the block 630, the 

supplemental feature client process 600 can end.  
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[0062] FIG. 7 is a flow diagram of a supplemental feature server process 700 

according to one embodiment of the invention. The supplemental feature server 

process 700 is, for example, performed by a server (server device) such as the 

product distribution site 102 illustrated in FIG. 1.  

[0063] The supplemental feature server process 700 can began with a 

decision 702. The decision 702 can determine whether a supplemental feature 

information request has been received. Typically, the supplemental feature 

information request can be received from a client. As an example, the 

supplemental feature information request can be initiated by block 616 of the 

supplemental feature client process 600 illustrated in FIGs. 6A and 6B.  

[0064] When the decision 702 determines that a supplemental feature 

information request has been received, the supplemental feature information 

associated with the supplemental feature can be retrieved at 704. For example, 
the server has access to data storage that can store the supplemental feature 

information for a plurality of different supplemental features. As a particular 

example, the supplemental feature information can be part of the product 

information stored in the products storage 106, which may be a database. The 

supplemental feature information that has been retrieved 704 can then be sent 

706. Typically, the supplemental feature information is sent 706 to the client that 

initiated the supplemental feature information request. Alternatively, when the 

decision 702 determines that a supplemental feature information request has not 

been received, the blocks 704 and 706 can be bypassed.  

[0065] Following the block 706, or its being bypassed, the supplemental 

feature server process 700 can perform processing associated with unlocking a 

supplemental feature. Specifically, a decision 708 can determine whether an 

unlock request has been received. Typically, the unlock request can be received 

from the client. As an example, the unlock request (which is also an 

authorization request) can be initiated by block 624 of the supplemental feature 

client process 600 illustrated in FIGs. 6A and 6B.  
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[0066] When the decision 708 determines that an unlock request has been 

received, the supplemental features server process 700 can determine 710 

whether the unlock request is to be approved. In one implementation, the 

approval can require that one or more requirement be met. The requirement can 

vary with implementation be can include one or more of payment for the 

supplemental feature, prior purchase of the application program, existence of 

user account, etc. When the decision 712 determines that the unlock request is 

not approved, the supplemental feature server process 700 can sends 714 a 

denial response to the client that made the unlock request. The denial response 

may indicate a reason for the denial. Alternatively, when the decision 712 

determines that the unlock request is approved, an authorization response to 

unlock the supplemental feature is sent 716 to the client providing the unlock 

request. The authorization response can include an authorization code or codes 

can that can be utilized to unlock the particular supplemental feature for which 

the unlock has been requested. In one implementation, the authorization 

response is sent 716 to the application program operating on the client, and the 

application program can then act to unlock the supplemental feature (e.g., block 

630 of the supplemental feature client process 600 illustrated in FIGs. 6A and 

6B).  

[0067] On the other hand, when the decision 708 determines that an unlock 

request has not been received, the block 710-716 can be bypassed. Following 

the blocks 714 or 716 (or the bypass of such blocks), the supplemental features 

server process 700 can return to repeat the decision 702.  

[0068] U.S. Provisional Patent Application No. 61/160,640, filed March 16, 

2009, entitled "APPLICATION PRODUCTS WITH IN-APPLICATION 

SUBSEQUENT FEATURE ACCESS USING NETWORK-BASED 

DISTRIBUTION SYSTEM", is hereby incorporated herein by reference.  

[0069] This application also references and/or incorporates: (1) U.S. Patent 

Application No. 10/687,534, filed October 15, 2003, and entitled "METHOD AND 

SYSTEM FOR SUBMITTING MEDIA FOR NETWORK-BASED PURCHASE 
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AND DISTRIBUTION", which is hereby incorporated herein by reference; (2) U.S.  

Patent Application No. 11/712,303, filed February 27, 2007, and entitled 

"PROCESSING OF METADATA CONTENT AND MEDIA CONTENT RECEIVED BY 

A MEDIA DISTRIBUTION SYSTEM", which is hereby incorporated herein by 

reference; (3) U.S. Patent Application No. 11/609,815, filed December 12, 2006, and 

entitled TECHNIQUES AND SYSTEMS FOR ELECTRONIC SUBMISSION OF 

MEDIA FOR NETWORK-BASED DISTRIBUTION", which is hereby incorporated 

herein by reference; (4) U.S. Patent Application No. 11/622,923, filed January 12, 
2007, and entitled "COMPUTERIZED MANAGEMENT OF MEDIA DISTRIBUTION 

AGREEMENTS", which is hereby incorporated herein by reference; (5) U.S. Patent 

Application No. 12/286,076, filed September 26, 2008, entitled "ELECTRONIC 

SUBMISSION AND MANAGEMENT OF DIGITAL PRODUCTS FOR NETWORK

BASED DISTRIBUTION", which is hereby incorporated herein by reference; (6) U.S.  

Patent Application No. 12/286,075, filed September 26, 2008, entitled "NETWORK

BASED DISTRIBUTION OF APPLICATION PRODUCTS", which is hereby 

incorporated herein by reference; (7) U.S. Patent Application No. 12/286,092, filed 

September 26, 2008, entitled "ELECTRONIC SUBMISSION OF APPLICATION 

PROGRAMS FOR NETWORK-BASED DISTRIBUTION", which is hereby incorporated 

herein by reference; (8) U.S. Patent Application No. 12/368,111, filed February 2, 

2009, entitled "INTELLIGENT DOWNLOAD OF APPLICATION PROGRAMS", which 

is hereby incorporated herein by reference; (9) U.S. Provisional Patent Application No.  

61/180,925, filed May 25, 2009, entitled "CONFIGURATION AND MANAGEMENT OF 

ADD-ONS TO DIGITAL APPLICATION PROGRAMS FOR NETWORK-BASED 

DISTRIBUTION", which is hereby incorporated herein by reference; and (10) U.S.  

Patent Application No. 12/571,260, filed September 30, 2009, entitled 

"CONFIGURATION AND MANAGEMENT OF ADD-ONS TO DIGITAL APPLICATION 

PROGRAMS FOR NETWORK-BASED DISTRIBUTION", which is hereby incorporated 

herein by reference.  
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[0070] The various aspects, features, embodiments or implementations of the 

invention described above can be used alone or in various combinations.  

[0071] Embodiments of the invention can, for example, be implemented by 

software, hardware, or a combination of hardware and software. Embodiments 

of the invention can also be embodied as computer readable code on a computer 

readable medium. The computer readable medium is any data storage device 

that can store data which can thereafter be read by a computer system.  

Examples of the computer readable medium generally include read-only memory 

and random-access memory. More specific examples of computer readable 

medium are tangible and include Flash memory, EEPROM memory, memory 

card, CD-ROM, DVD, hard drive, magnetic tape, and optical data storage device.  

The computer readable medium can also be distributed over network-coupled 

computer systems so that the computer readable code is stored and executed in 

a distributed fashion.  

[0072] The many features and advantages of the present invention are 

apparent from the written description. Further, since numerous modifications and 

changes will readily occur to those skilled in the art, the invention should not be 

limited to the exact construction and operation as illustrated and described.  

Hence, all suitable modifications and equivalents may be resorted to as falling 

within the scope of the invention.  
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APPENDIX A 

item-id: this is the offer (i.e., feature) identifier (i.e., adam id) 
app-item-id: this is the application's identifier (i.e., application adam id) 
version-external-identifier: this is the application's external version id 
offer-name: this is the offer identifier in test mode 
bid: this is the application's bundle id in test mode 
bvrs: this is the application's bundle version in test mode 

dsid, guid, and xtoken are required in all 4 of these api's.  

inAppBuy 
Request in production: salableAdamld, appAdamld, and appExtVrsId.  
Request in test: salableAdamId, appAdamld, appExtVrsId, offerName, bid, and bvrs.  

The other buyParams include: productType, price, quantity, and 
salablePricingParameters.  

Response: (if bid, bvrs, and offerName are available) 
<key>appList</key> 
<array> 
<dict> 
<key>item-id</key><integer>1 11</integer> 
<key>app-item-id</key><integer>1234</integer> 
<key>version-extemal-identifier</key><integer>222</integer> 

<key>offer-name</key><string>sword</string> 
<key>bid</key><string>444</string> 
<key>bvrs</key><string>555</string> 
<key>download-id</key><string>1234568453979</string> 
<key>purchase-date</key><string>2009-02-13 23:40:53 Etc/GMT</string> 
<key>quantity</key><integer>1</integer> 

</dict> 
</array> 

inAppCheckDownloadQueue 
Request in production: uses appAdamld, appExtVrsld, salableAdamId (optional, if not 
present, it would return all the undownloaded offers for this app and external id).  
Request in test: uses bid, bvrs, offerName (optional, if not present, it would return all the 
undownloaded offers for this app and external id).  

Response: 

<key>download-queue-item-count</key><integer>0</integer> 
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inAppPendingTransactions 
Request in production: uses appAdamId, appExtVrsId, salableAdarnId (optional, if not 
present, it would return all the undownloaded offers for this app and external id).  
Request in test: uses bid, bvrs, offerName (optional, if not present, it would return all the 
undownloaded offers for this app and external id).  

Response: 
<key>appList</key> 
<array> 
<dict> 
<key>item-id</key><integer> 11 </integer> 
<key>app-item-id</key><integer>1234</integer> 
<key>version-extemal-identifier</key><integer>222</integer> 

<key>offer-name</key><string>sword</string> 
<key>bid</key>< string >444</string > 
<key>bvrs</key>< string >555</string > 
<key>download-id</key>< string >1234568453979</string > 
<key>purchase-date</key><string>2009-02-13 23:40:53 Etc/GMT</string> 
<key>quantity</key><integer>1 </integer> 

</dict> 
<dict> 

<key>item-id</key><integer>222</integer> 
<key>app-itern-id</key><integer> 1234</integer> 
<key>version-external-identifier</key><integer>222</integer> 

<key>offer-nane</key><string>shield</string> 
<key>bid</key><string>666</string> 
<key>bvrs</key><string>777</string> 
<key>download-id</key><string>1 234568453980</string> 
<key>purchase-date</key><string>2009-02-13 23:40:53 Etc/GMT</string> 
<key>quantity</key><integer>2</integer> 

</dict> 
</array> 

inAppTransactionDone 

Request in production and test: downloadId 

Sample requests & responses: 

curl -L -v 
"http://michaelchu.apple.conWebObjects/MZFinance.woa/wa/inAppBuy?salableAdaml 
d= 111 &appAdamld=222&appExtVrsld=333&bid=444&bvrs=555&quantity= I &offerNa 
me=offer" -H"X-Dsid: 38398162" -H"User-Agent: iTunes-iPhone/2.1" 

<?xml version="1.0" encoding="UTF-8" standalone="no"?> 

27



<!DOCTYPE plist PUBLIC "-/Apple Computer//DTD PLIST 1.0//EN" 
"http://www.apple.com/DTDs/PropertyList- I.O.dtd"> 
<plist version=" 1.0"> 

<dict> 
<key>jingleDocType</key><string>inAppSuccess</string> 

<key>jingleAction</key><string>inAppBuyAction</string> 
<key>dsid</key><string>38398162</string> 

<key>download-queue-item-count</key><integer>1</integer> 
<key>app-list</key> 

<array> 
<dict> 

<key>item-id</key><integer>1 1 1</integer> 
<key>app-item-id</key><integer>222</integer> 
<key>version-extemal-identifier</key><integer>333</integer> 
<key>bid</key><string>444</string> 
<key>bvrs</key><string>555</string> 
<key>offer-name</key><string>offer</string> 
<key>download-id</key><string> 1235424182908</string> 
<key>purchase-date</key><string>2009-02-23 21:23:02 Etc/GMT</string> 
<key>quantity</key><integer> 1</integer> 

</dict> 

</array> 
<key>set-prefs</key> 

<dict> 
<key>preferred-audio-format</key><string>256</string> 

</dict> 
</dict> 

listis> 

curl -L -v 
"http://michaelchu.apple.com/WebObjects/MZFinance.woa/wa/inAppTransactionDone?d 
ownloadld= 111" -H"X-Dsid: 38398162" -H"User-Agent: iTunes-iPhone/2. 1" 

<?xml version="1.0" encoding="UTF-8" standalone="no"?> 
<!DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN" 
"http://www.apple.com/DTDs/PropertyList-I.O.dtd"> 

<plist version=" 1.0"> 
<dict> 

<key>jingleDocType</key><string>inAppSuccess</string> 
<key>jingleAction</key><string>inAppTransactionDoneAction</string> 
<key>dsid</key><string>38398162</string> 

<key>set-prefs</key> 
<dict> 
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<key>preferred-audio-fonmat</key><string>256</string> 
4/dict> 

</dict> 
</phist> 
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APPENDIX B 

The programmatic interface for the Commerce Server (referred to as StoreKit) consists 

of one protocol that must be implemented by your application and a few classes used to 

communicate to the Application Store that a user wishes to purchase an item.  

SKPaymentRequest 

Everything starts with a payment request. When a user decides to purchase an item 

you've made available from within your application, your application creates a payment 

request that details the item to be purchased and (if applicable) the quantity of that item 

to purchase. The item to be purchased is identified within your application by a 

product Identifier string. This is a string that the Application Store and your 

application agree represents a particular item.  

SKPaymentQueue 

The payment queue is the interface to the Application Store. The payment queue is 

responsible for transferring an application's payment requests to the Commerce Server.  

The Commerce Server will communicate these requests to the Application Store and 

display any necessary prompts to the user. Once it validates the user's credentials and 

approves the payment, the payment queue informs your application that the request has 

been handled.  

SKPaymentTransaction 

When your application adds a payment request onto the payment queue, the request is 

encapsulated into a transaction. The transaction tells you the state of the request 

whether it is still bring processed or if it succeeded or failed.  
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While your application can ask the payment queue for a list of pending transactions, it is 

far more common for an application to wait until the payment queue calls it with a list of 

updated transactions.  

SKTransactionObserver 

In order to work with the payment queue, your application adds an object that 

implements the SKTransactionObserver as an observer of the payment queue. The 

transaction observer is called by the payment queue to inform it when transactions are 

updated or removed from the queue.  

Your application should associate an observer with the payment queue during 

initialization. Don't wait until the user attempts to purchase an item before adding an 

observer. A user may have attempted to purchase an item but quit your application 

before the transaction completed. By adding an observer during initialization, those 

transactions will be forwarded to your observer the next time your application launches.  

The observer's key responsibility is to examine all completed purchases and make 

available the content the user has purchased.  

The Commerce Server API is only a small part of the process of adding a store to your 

application. You'll need to decide how to track the features you wish to sell, how to 

display them to the user, and how to unlock the content when the user purchases 

something from your store front.  

Before tackling the larger design issues, it helps to understand the basic steps you'll 

need to follow to add a store to your application.  

The Step-By-Step Process 

When you set up the project, make sure to link to StoreKit. framework. Then, 

according to one embodiment, you can then add a store to your application by following 

these steps: 
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1. Decide on a list of items you wish to sell within your application. For a game, you 

might use this to sell new content to the user. For a productivity application, you might 

offer the ability to unlock new features within your application.  

There can be limitations in the types of features you can offer. While you can unlock 

code already built into your application, the StoreKit API does not currently offer you 

application the ability to patch itself or download additional code libraries. Application 

store purchases must either unlock existing code or be able to be implemented entirely 

as data. If your features require additional code, you must ship a new version of your 

application.  

2. Register a product identifier string for each item to be sold within your application.  

You will revisit this step every time you want to add a new item to sell. Every item to be 

sold inside your store needs a unique product identifier string. The Application Store 

uses this string to look up the name of the feature and its price. These product identifiers 

are specific to each application and are registered with the Application Store much as 

your application is.  

3. Add a user interface that displays items for sale and allows the user to select them.  

StoreKit does not provide a user interface. The look and feel of how you sell things to 

your customers is up to you! 

Important: StoreKit focuses on the payment transaction. It does not offer a mechanism 

for your applications to retrieve information about possible items to purchase, including 

the price. Your application either needs to store this data locally or fetch it from your own 

private server.  

4. When the user chooses an item to purchase, your application will create a new 

payment request and add it to the payment queue.  

SKPaymentRequest *request = [SKPaymentRequest 
requestForProductIdentifier:kMyFeatureIdentifier]; 

[[SKPaymentQueue sharedQueue] addRequest:request]; 
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If a particular item can be purchased more than once, you can create a single request 

that includes the quantity of that item to purchase.  

SKMutablePaymentRequest *request = (SKMutablePaymentRequest 
requestForProductIdentifier:kMyFeatureIdentifier]; 
request.quantity = 3; 
[[SKPaymentQueue sharedQueue] addRequest:request]; 

5. Implement the SKTransactionObserver protocol on a class.  

You should implement the paymentQueue: updatedTransactions: method in your 

observer. Without this method, your application will never receive information from the 

Application Store about processed transactions.  

- (void)paymentQueue:(SKPaymentQueue *)queue 
updatedTransactions:(NSArray 
*) transactions 

{ 
for (SKPaymentTransaction *transaction in transactions) 

{ 
switch (transaction.state) 

{ 
case SKPaymentTransactionStatePurchased: 
[self _completeTransaction:transaction]; 
break; 
case SKPaymentTransactionStateFailed: 
[self _failedTransaction:transaction]; 
break; 
default: 
break; 

6. Register the transaction observer with the payment queue.  

Your application should instantiate a transaction observer object and add it as an 

observer to the payment queue.  

MyStoreObserver *observer = [[MyStoreObserver alloc] init]; 
[[SKPaymentQueue sharedQueue] 
addTransactionObserver:observer]; 

Your application should add the observer during initialization. StoreKit allows for 

transactions that were queued during a previous launch of your application to be 
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delivered at a future date. For example, the user may have quit your application to take a 

phone call.  

7. Complete the transaction for a successful purchase.  

- (void) _completeTransaction: (SKPaymentTransaction 
*) transaction 

[self _recordTransactionIdentifier: 
transaction.transactionIdentifier]; 
[self _provideContent: 
transaction.request.productIdentifier]; 

[[SKPaymentQueue sharedQueue] finishTransaction: 
transaction]; 

The transactionldentifier is a string generated by the Application Store after processing 

the user's payment. Your application is not required to do anything with this information, 

but you may want to record it as part of an audit trail for your application.  

It is critical that your application take whatever steps are necessary to provide the 

content that the user purchased. Payment has already been received for the item, so the 

user will expect it to be made available to them.  

Once you've provided the user their content, your application must call 

finishTransaction: to complete the operation. This will remove the transaction 

from the transaction queue. Once your application calls finishTransaction:, this 

transaction will be no longer be sent to your application's transaction observer. For this 

reason, this should be the last step you perform here.  

8. Complete the transaction for a failed purchase 

- (void) _failedTransaction: (SKPaymentTransaction 
*) transaction 

[[SKPaymentQueue sharedQueue] finishTransaction: 
transaction]; 
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The only requirement for a failed purchase is that you remove it from the queue. You 

may choose to take other actions as necessary.  
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